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1 Introduction 
Information in all its forms, is a primary and valuable asset of the University; its effective curation and 

protection is critical to the effective running and reputation of the University. It requires that all information 

used for the University’s teaching, learning, research, commercial and administrative activities must be 

protected from threats which may result in financial loss, reputational damage or exposure to liability. 

Additionally, the loss or inadvertent disclosure of personal information can cause a significant amount of 

distress to the people whose information is affected.  It is therefore essential that all members of the 

University play their part in safeguarding the availability, integrity, confidentiality and authenticity of the 

information they hold or access. All members of the University have a responsibility to work within the 

guidelines of this Policy. 

The University wishes to support its staff and students in using IT systems safely and securely, and recognises 

that the ability to protect systems and data is a fundamental enabler for the University’s wider Digital Strategy. 

Promoting an effective security culture will therefore be beneficial to both the institution and the individuals 

within it.  

The policy recognises the concepts of academic and individual freedom, and will aim to ensure that the 

University: employs appropriate, proportionate and pragmatic security measures; adopts a suitable 

methodology for guiding the approach to managing security; and complies with all legal and contractual 

requirements whilst enabling operational effectiveness. 

Within the overall framework more specific Information Security policies and procedures are defined and 

maintained, including those based on ISO/IEC 27001:2013 (information technology – Security techniques – 

information security management systems – requirements). These include those that safeguard the physical 

and environmental security of the University’s ICT assets, enable business continuity, and ensure compliance 

with legal requirements. Access to some of these documents are restricted due to the nature of their 

information and the potential risk of security from getting in the wrong hands. 

Where necessary additional information governance that goes above and beyond this Policy will be put in 

place and must be adhered to. This is most commonly required where the data is considered to be more 

sensitive and/or where there is a legal, statutory or contractual requirement.  

2 Scope 
The Information Security Policy applies to information in all its forms. It may be on paper, stored electronically 

or other media. It includes text, pictures, audio and video. It covers information transmitted by post, by 

electronic means and by oral communication, including telephone and voicemail. It applies throughout the 

lifecycle of the information from creation through storage and utilisation to disposal. The Policy applies to all 

University information assets and/or information systems controlled by the University.  

Information entrusted to the University by third parties, or accessed as part of delivering University business, 

will also be safeguarded in accordance with this Policy which sets out the minimum standards, unless the 

University has agreed to adhere to third party policies that are more restrictive.  

This policy covers all uses of Information Technology. Specifically this policy applies to all use of information 

and information technology on the University’s premises even if the University does not own the equipment, 

to all information technology provided by the University wherever it is used, and to all external access to the 

University’s information technology from wherever this is initiated.  

N.B. The above statement includes all home working using University information and information technology  

The Policy applies to all areas of the University's business and the people and organisations involved in it. 

Indeed, the Information Security Policy applies to all staff and students of the University including subsidiaries) 

and any other persons who are authorised to access the University’s information technology facilities.  
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3 Objectives 
The Policy and supporting information governance will:  

• Protect the confidentiality, integrity and availability of the University’s information.  

• Take a considered and risk based approach to information security management.  

• Establish a security aware culture within the University, ensuring that all involved have the skills and 

awareness to manage and secure information.  

• Give assurance to the University and 3rd parties that information is appropriately protected. 

• Align to recognised standards and good practice.  

• Respond to, manage and learn from information security incidents in order to reduce the likelihood 

and impact of incidents. 

• Enable continuous improvement in information security  

• meet all the University's contractual, legislative, privacy and ethical requirements with regard to the 

security of information. 

The University is prepared to use all reasonable, appropriate, practical and effective measures to ensure that 

these objectives will continue to be met. 

3.1 Controls 
Through the governance process, and guided by the UCISA1 Information Security Toolkit, a set of ICT security 

related policies and procedures are maintained to provide the necessary controls to protect the University’s 

information assets.  

To determine the appropriate levels of security measures applied to information systems, a process of risk 

assessment is carried out for each system to identify the probability and impact of security failures. 

The University will exercise its right under applicable law to intercept and monitor electronic communications, 

covering but not limited to the monitoring of criminal or unauthorised use. 

3.2 Communication  
Both the IT Services department and the University Secretary Office offer specialist advice on information 

security to all students and staff, and have a responsibility to establish and maintain appropriate contacts with 

other organisations, law enforcement authorities, regulatory bodies, and network and telecommunications 

operators in respect of the University’s information security policy. 

Through their relevant groups they regularly review the policies and procedures for the University and submit 

revisions and additions to the ISSG for approval and subsequent implementation. 

All new and amended policies will be published on the appropriate system(s), either the University’s web site, 

the student portal and/or the staff portal.  A news item announcing the release will also be posted to the 

appropriate portal. 

4 Governance of information security 

4.1 University Executive Team 
Overall responsibility for Information Security lies with the Vice-Chancellor’s Executive Team with delegation 

to the Information Security Steering Group (ISSG). The chair of ISSG will provide regular update and / or 

reports to the Executive Team on information security matters together with proposals for improving the 

University’s security posture and controls.  

 
1 UCISA – Universities and Colleges Information Systems Association, www.ucisa.ac.uk 

http://www.ucisa.ac.uk/
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The University Executive Team is responsible via the Vice-Chancellor to ISSG for: 

• leading and fostering a culture that values, protects and uses information for the success of the 

University and benefit of its members; 

• defining the University’s information security risk appetite in the context of the prevailing legal, 

political, socio-economic and technological environment and external standards; 

• ensuring that a fit for purpose and adequately resourced information security framework is in place, 

including this policy as the top level reference document. 

4.2 Information Security Steering Group 
ISSG has ultimate accountability for information security activities within the University. More specifically, it 

protects institutional reputation by being assured that clear regulations, policies and procedures that adhere 

to legislative and regulatory requirements are in place, ethical in nature, and followed. ISSG needs to be 

assured that there are effective systems of control and risk management, and that governance structures and 

processes are fit for purpose by referencing them against recognised standards of good practice. 

This Information Security Policy will be reviewed regularly, and it is the responsibility of ISSG to ensure these 

reviews are held. It is also the responsibility of ISSG to ensure the Policy is, and remains, internally consistent. 

All substantive changes made to this document will be recorded and communicated across the University.  

4.3 University Secretary Office 
The University Secretary’s Office is responsible for ensuring that the University complies with legislation 

relating to the use of information, and for promoting good practice in the management of information. Further 

supporting policies and procedures relating to this office can be found on the universities Information 

Compliance Unit pages. 

The Information Governance Team, part of the University Secretary’s office, has responsibility for ensuring 

compliance with data protection legislation within the University.  These staff ensure that the appropriate 

policies and procedures are in place, provide training, guidance and advise University employees on matters 

relating to data protection.    

4.4 IT Services 
IT Services are responsible for the development and implementation of information security policies, 

procedures and guidance, and will provide specialist support where needed. IT services is responsible for 

strengthening USW digital security posture in line with the NIST framework (Identify & Comply, detect, 

protect, respond and recover); whilst operationally it will take responsibility for responding and reviewing 

security incidents. The Information Security Steering Group (ISSG) will review and monitor all IT security 

incidents, or other suspected breaches of this policy, provided to them by IT Services.  Any security breaches will 

follow the procedures for the escalation and reporting of security incidents. Any data breaches that 

involve personal data will subsequently be reported to the University’s Data Protection Officer. 

4.5 All Users 
All individuals in scope of the Policy must:  

• Be aware of and adhere to relevant information security policies and procedures  

• Complete mandatory information security training appropriate to their role  

• Ensure that information and information systems under their control are protected appropriately, 

seeking advice where necessary  

• Report potential, suspected, or actual breaches of information security  

Those with responsibility for information assets, business activities, information systems or individuals must 

ensure that policies and processes are disseminated appropriately and adhered to (e.g. a supervising line-

manager must ensure that staff working under their direction are aware of and abide by relevant processes).  

https://uso.southwales.ac.uk/information-compliance-unit/
https://uso.southwales.ac.uk/information-compliance-unit/
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5 Policy  

5.1 Statement 
The University of South Wales is committed to protecting the security and integrity of its information and 

information systems. It is also committed to a policy of education, training and awareness for information 

security and to ensuring the continued business of the university.  

It is the University of South Wales’s policy that the information it manages shall be appropriately secured to 

protect against breaches of confidentiality, failures of integrity or interruptions to the availability of that 

information and to ensure appropriate legal, regulatory and contractual compliance. 

To determine the appropriate level of security control that should be applied to information systems, a process of 

risk assessment shall be carried out in order to define security requirements and identify the probability 

and impact of security breaches. 

Failure to comply with this policy through deliberate, malicious or negligent behaviour, may result in 

disciplinary action. 

5.2 Principles  
Information Security covers the protection of all forms of information to ensure its confidentiality, integrity 

and availability as follows;  

• Confidentiality - ensuring that information is only available to authorised users  

• Integrity - ensuring that information is accurate and fit for purpose  

• Availability - ensuring that information is available when and where it is needed  

The following principles must be adhered to:  

• Information must be identified, assessed, classified and protected in accordance with agreed policies 

and standards.   

• Security controls must be put in place to ensure the confidentiality, integrity and availability of 

information is assured. Controls should be commensurate with risk but at all times they must adhere 

to minimum standards set by University policies and legal/regulatory standards. Security controls 

must be maintained when information is taken off-site or accessed from mobile technologies.  

• Transfers of information to third parties must adhere to policy and be authorised at an appropriate 

level. Minimum agreed levels of security controls must be maintained. (Transfer to third parties 

includes the use of cloud services by individual users).  

• Measures must be in place to ensure that agreed levels of availability are in place are maintained in 

the event of the accidental or deliberate loss of information or information systems.  

• All incidents involving actual or potential breaches of Information Security must be reported and 

managed in accordance with the Information Security Incident Policy and Procedure. The University 

will investigate all security incidents and take action in accordance with this policy; other related 

documents; University Regulations and discipline procedures; and UK & International Law.  

6 Your Responsibilities 
These responsibilities apply to all staff and students of the University and all other authorised users. 

1. Your principal responsibility is to maintain an awareness of existing policies/regulations and to comply 

with their requirements.  

2. You must abide by the University Computing Regulation. 

3. If you handle personal, confidential or sensitive information, you must take all reasonable steps to 

safeguard it and you must observe the University’s Data Protection Policy and all Information Security 

policies and guidance available, particularly with regard to removable media, mobile and privately 

owned devices, and paper records.  

https://its.southwales.ac.uk/policies-and-regulations/
https://uso.southwales.ac.uk/information-compliance-unit/data-protection/
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4. You will have been provided with a University username and password, it is a breach of the IT 

Computing Regulations to share these with anyone else. Care must also be taken to ensure your 

username and password are not accidentally shared or disclosed with anyone else, such as when using 

computers in public places and responding to unsolicited email. 

5. You must not infringe copyright, or break the terms of licences for software or other material.  

6. You must not attempt to access, delete, modify or disclose information belonging to other people 

without their permission, or explicit approval from the Director of IT Services or their deputy.  

7. You must not create, download, store or transmit unlawful material, or material that is indecent, 

offensive, threatening or discriminatory.  

8. You must abide by the University’s Social Media policy when using the IT facilities to publish 

information. 

9. You must at all times comply with applicable law. 

10. If you become aware that there has been or is likely to be a breach of information security that you 

suspect has hitherto been unreported, you should report it to your Head of Faculty/Department. 

 

 

 

https://its.southwales.ac.uk/policies-and-regulations/
https://its.southwales.ac.uk/policies-and-regulations/
https://its.southwales.ac.uk/policies-and-regulations/

