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As part of our continued security programme we are updating our current protection quarantine procedures for staff and extending this functionality and new system to students too. 
We are enabling enhanced protection and self-service quarantine services. This means that if you receive a message that Microsoft believes is potentially harmful to either you or the institution, it will be added into a quarantine space pending your review. In almost all cases these messages can be ignored. However, every 3 days you will receive a summary email of new quarantined items within that time period. If any of the items appears to be interesting you can click review, alternatively you can block the sender directly from the email. This service better protects you and is more convenient as it removes the requirement of contacting IT to release messages on your behalf. 
In addition, this new system provides improved spam email filtering so all users should see a reduction in SPAM being received into inboxes. We do suggest that you monitor the Junk folder for a week or so after implementation to ensure that any ‘approved’ senders are not being inadvertently redirected to the Junk folder – this setting can be easily adjusted by marking it accordingly in the system if discovered (please see guidance tutorial video below).
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Once you have clicked on review you will be taken to the quarantine area in office 365, from here click on the appropriate message:[image: cid:image004.jpg@01D64955.1A3C3710] 
We recommend you should always click preview message prior to deciding to release: [image: cid:image005.jpg@01D64955.1A3C3710] 
 
A preview can then easily be viewed prior to deciding the next action:[image: cid:image006.jpg@01D64955.1A3C3710]
 
 
In the event you decide you want the message click Release Message, you then can decide to turn off reporting to Microsoft prior to confirming by clicking Release Message again:[image: cid:image007.jpg@01D64955.1A3C3710] 
You should then see confirmation and the message should be delieved as expected[image: cid:image016.jpg@01D64955.1A3C3710]
 
 
 
 
You can also permanently delete the message by clicking Remove from quarantine, and then Yes:[image: cid:image018.jpg@01D64955.1A3C3710]
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N: This email originated from outside of the organisation. Do not click links or open attachments unless you
recognise the sender and know the content is safe.
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Release messages & report them to Microsoft

The messages listed here will be released from quarantine and sent to the recipients you choose. Checking the
*Send report” option will also send the messages to Microsoft for analysis and evaluation. Depending on the results
of the analysis, the messages may not be quarantined next time

B Report messages to Microsoft for analysis

Release the following messages

Date Sender Subject

o b@b tyde ***SpamUoSW*** JEREMY CLARK.

'2020-06-04T18:35:
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Security & Compliance

The message has been successfully released. Piease refresh your query to see updated
cesuits in the grid view.





image7.jpeg
Warning

Selected message(s) will be removed from quarantine. Once deleted. they won't be sent
10 the intended recipients.
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Spam Notification: 2 New Messages
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2 messages are being held for you to review 35 of 6/6/2020 12:00:00 AM (UTC).

Review them within 30 days of the received date by going to the Quarantine page in the Security
& Compliance Center.

Prevented phish messages
Sender: 0 b@b  yde

Subject: ***SpamUOSW* JEREMY CLARKSON'S LATEST INVESTMENT HAS THE
‘GOVERNMENT AND BIG BANKS TERRIFIED

Date:  6/4/2020 6:3537 PM
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Home > Review > Quarantine

The email messages here were quarantined because they were classified as malware, spam. phish, or bulk email or because of 3 transport rule sett
in your organization. Review the messages and decide whether you want to release them to one or more of the intended recipients. Learn more

about quarantined email messages
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